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THE BOTTOM TEN
LIST—INFORMATION
SECURITY WORST PRACTICES
FRED COHEN

WORST PRACTICES
In the information security space, there are many valid approaches
to protection. But some of the approaches in use today are not, will
not be, and likely never really were effective, while at the same
time, cause failures, are expensive, or otherwise do more harm
than good. There are many of these things, but only so much time
and space—so here is the bottom ten list.

Change Your Passwords—How Often?
When there is a rule that says passwords must be changed every
(define the time frame), it is almost never justified by any actual
analysis and has no real basis. This whole notion stemmed from cryp-
tographic systems and assumptions that are almost never valid for
passwords. Here’s the problem. If they do not know the password,
there is no reason to change it. If they do, how much damage can they
do between then andwhenyou eventually change it? The right answer
is—inessence—noregularlyscheduledpasswordchangemakessense.
For more details, see: http://all.net/journal/netsec/1997-09.html

Use Reverse DNS Lookup to Authenticate a Source
Many security mechanisms are configured to do a reverse Domain
Name System (DNS) lookup to ‘‘authenticate’’ the source of an
e-mail message. For example, if my mailer declares ‘‘HELO all.net’’
(which is legitimate) and the packets come from an IP address that
does not indicate as all.net when your firewall looks it up, this does
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not indicate that the message or its origin is illegitimate in any way.
People running firewalls using these rules will find that they elim-
inate large numbers of legitimate messages, prevent legitimate
users from legitimate uses, and get complaints from their users
(unless their users are too scared to complain). This and innumer-
able other such things do not make you more secure, but they do
cause failures to communicate.

Attack Back—It’s Self Defense
No it’s not. Unless you are a military or intelligence organization
sanctioned for the activity, it’s likely illegal. But even if it were
legal, the best defense is not necessarily a good offense. Twowrongs
do not make a right. Be careful what you escalate, because you
likely have more to lose than they do. Besides—how do you know
how skilled they are or how far they are willing to go? But rationa-
lization aside, attacking others is almost never defending yourself.

Let the User Decide about Technical Matters
I have asked hundreds of folks who design and implement security
products what the right answer is to a pop-up box from their pro-
duct alerting the user to some real-time condition. Not one of them
knew the right answer without asking awhole series of questions. If
the expert who designed the thing does not know the right answer,
how is the user who did not design it supposed to make the right
decision? I can’t, you can’t, and nobody else can! So stop asking.

We Can Pull the Plug if There’s an Incident
Yes—believe it or not—there are still people who believe they can
simply ‘‘pull the plug’’ on their information infrastructure. Now, of
course, there are exceptions—and I have systems that fall into that
exception. Like the computers in my museum that are not used for
anythingorconnected toanythingelse.But for themostpart,we live in
a highly interconnected and interdependent computing environment,
andwhenwepull theplug,we losemore thantheattacker is likely tobe
able to gain. Unless we plug back in pretty soon, we continue to lose.
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Use the Number of Vulnerabilities Detected as a Metric
I cannot tell you how many organizations I know that plug in a
vulnerability scanner, measure the number of vulnerabilities
found, and apply the result as a metric to measure their security
program. And I cannot adequately express how useless and proble-
matic I think this is. But here are some of the reasons not to do it;
(1) The actual number is meaningless (suppose it’s 250,000—what
use is it?) (2) Relative values of the number are meaningless (sup-
pose now it’s 300,000—what use is that?) (3) Once you identify a
vulnerability, you have potential liability for not fixing it, (4) All
vulnerabilities are not equal, so now you need some sort of weight-
ing system. The mechanisms to do that are expensive and the
resulting ‘‘weighted’’ number is also meaningless (suppose the
weighted number is 75,000—what use is it?).

Trust Vendor Security Claims (the Last Defense You
Will Ever Need)
Believe it or not, people tasked with making decisions about secur-
ity actually believe vendor security claims. The one I liked the best
was one from a few years ago that went ‘‘The last defense you will
ever need’’—which I take to be a true claim. If you buy things that
have advertisements like this, you are almost certainly going out of
business, and then you will not need any more defenses! Which
reminds me—I have this swamp land in Florida for sale . . .

The NSA Bought It (Uses It)—So You Can Trust It!
This one comes up every few years. First, the National Security
Agency (NSA) likely buys at least one of every security product in
widespread use—so they can figure out how to get around it!
Second, the NSA’s job is to gather intelligence, and it has been
widely and wisely asserted that the best system for them is one
that only they can break into. Third, if the NSA uses it at all, they
are not likely to tell you or me what they use it for—it might be a
really good doorstop or a sample they use for testing electromag-
netic pulse weapons. And in what world did you come from that
made you believe that you (unless you are the NSA) need the same
security as the NSA? The list goes on, but this item does not . . .

We Use ‘‘Best Practice’’
And what practice exactly is that? Why is it you think there is no
other practice that could ever be better? In reality, there is no such
thing as ‘‘best practice’’ in information protection, other than per-
haps using someone who knows that the use of the term ‘‘best prac-
tice’’ is at best a dodge used to excuse whatever you decided to do.
Most things I have seen that are claimed to be ‘‘best practice’’ are
more likeminimally acceptable practices. Itmaybe best practice to
claimbest practices to yourmanagement because they donot know
any better, unless of course they read this article. Better hide it!
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It’s for Your Security
How exactly does it make me more secure when you search me?
Searching me is not for my security at all. Searching you may be
for my security, but that’s a different matter. And how does giving
you more of my personal information so you can ask me about it
later make me more secure? It does not! In fact, banks make these
claims all the time nowadays, but it’s ridiculous. If you cannot
keep my password safe, what makes you think you can keep
more of my personal information safe? And if you can keep my
personal information safe, why do you need anything more than a
password?

BONUS ITEMS!
Yes, that’s right! There’s roomat the bottom!Exclusively here at Fred
Cohen&Associates,wedelivermore foolishness thanwepromise!We
have reached ten, but the page is not yet full! So in case you do not
agree with a few of the above, here are some replacements.

We Trust Our People, So We Do Not Need Insider
Defenses
I trust my people too, but that does not mean I do not defend against
them. The best available facts, and many years of experience, show
that insiders are involved in the majority of losses from informa-
tion-related attacks (typical figures run in the 75–80% range). Of
course, today, we have Bernie Madoff to tout as the consummate
insider doing wrong for years. But this is only the tip of the obvious
iceberg that has dragged down the global economy.

We Pay People A Lot to Assure Their Loyalty
Of course, it turns out that the highest paid people are the most
likely to commit bigger crimes. And loyalty does not come from
money anyway. It comes from social commitment to a group,
which is something that money does not bring.

‘‘We Know How to Secure the Internet’’ and Other
Such Foolishness
This is actually a direct quote from a representative of a major
vendor at a professional forum. I was there and wrote it down as
it was said—and it is also on videotape. The point I am trying to
make is that lots of people say lots of foolish things, and many of
them get away with it because they are not challenged. Listeners
assume that speakers invited to speak in a professional forum
know what they are talking about, particularly when the audience
is not full of experts and the speakers are asserted to be experts.
My point is that allowing such foolishness to pass is a failure to be
diligent in your security practices.
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SUMMARY AND CONCLUSIONS
I have now blown what could have been a year’s worth of analyst
newsletters in one shot. But fear not. There are plenty of other
things to talk about, and plenty of other security practices and
claims that could fit on the bottom of the security barrel.

The real bottom line of this article is simple enough. Those of us in
the security space have a responsibility to our profession and our
societies to challenge bad practices and to do so in a way that helps to
eliminate them. Keeping quiet will not stop foolishness. The bottom
line is: Speak out against bad practices or we will all suffer under them!

Information protection is a rich and complex subject area, and simplistic

approaches often fail. At the same time, excessive complexity is the enemy of

security. Since 1977, Fred Cohen & Associates and the all.net Web site have

provide highly informative and clarifying information with the full richness of

the subject, and presented it in a direct manner. For more information on Fred

Cohen, look at his writings and biography at http://all.net/
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